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[bookmark: _Toc260731076]Analysis
[bookmark: _Toc260731077]Background and identification of problem
Some people love music. Some people travel a lot. Some people can’t take their whole music collection with them. Audiobase is for those people. Audiobase is an online service that allows people using public or academic computer systems to plug in some headphones and enjoy the tracks they already own. 
[bookmark: _Toc260731078]Investigation
This application is intended for people who are away from home a lot but will usually have access to an Internet-capable device; for example: airport computers, school/college computers, Internet cafés, and portable devices such as the Apple iPhone, Palm Pre, and Blackberry. These can usually hold music themselves, however capacity tends to limit these to a only a couple of thousand of songs – considering that these devices are also usually loaded with a number of applications, videos, and other data – and that’s not enough for some music lovers.
[bookmark: _Toc260731079]Identification of user needs and acceptable limitations
[bookmark: _Toc260731080]Problems
Copyright is the primary issue in this case. Giving users the ability to upload and stream any audio file, and then potentially distribute it to other people elsewhere is problematic. To protect directly downloading files from the website by reading the code, filenames can be encoded in the script and decoded by the server.
Upload and streaming speeds are the issue that will affect consumers the most. Upload speeds via PHP scripting is slow, and usually constrained by both speeds and file size limits imposed by the server host. These can be bypassed by using FTP, however these are harder to implement and require third party technologies – such as Java or Flash – in order to use via a web interface. When streaming, the file must then be downloaded to the computer’s temp or cache directories, which – if too slow – can result in long periods of buffering and an inconsistent and flakey musical experience.
[bookmark: _Toc260731081]User requirements
The user must be capable of the following:
Registering and logging in (as well as logging out of) an account;
Uploading music via the website;
Streaming the music via the website;
Additional capabilities (although not essential to the operation of the website):
The ability to place music into playlists;
The ability to control music playback – play, pause, stop, previous, next, seek bar.
[bookmark: _Toc260731082]Constraints
The primary constraint, when working with music files on a large scale, is the size and speed of the server. Music files, depending on quality and length, can take up large amounts of space; and the more music is being streamed, uploaded and accessed to the server, the slower that operations work and the more bandwidth is used.
[bookmark: _Toc260731083]Limitations
The user experience could be enhanced by creating a small executable to upload music to the server directly from the file system using drag and drop, or another similar method. This would allow the user to upload a large number of files easily, without having to repeatedly upload files one-by-one or in batches. 
[bookmark: _Toc260731084]Data flow diagram of a comparative existing system
An existing system that performs exactly like this does not exist, to my knowledge. There are a number of online streaming services available (e.g. Pandora, Last.fm, Spotify); however none of these allow the user to upload their own music; instead allowing the user to listen to music from a defined library.
[bookmark: _Toc260731085]Data volumes
Data volumes cannot be accurately predicted, as they depend entirely on the number of users, number of tracks uploaded, rate of access to those files and other minor variables. As this is a publicly available online system, these cannot be predicted. 
[bookmark: _Toc260731086]Data dictionary
[bookmark: _Toc260731087]Data flows
Account details = 
UserID + Username + Password + Email + Permissions + RegisteredDate + RegisteredIP + LatestIP
Sessions = 
UserID + Session
Uploads = 
UploadID + UserID + PathToFile + EncodedPath + Artist + Title + Genre
Playlists =
PlaylistID + UserID + PlaylistName
PlaylistItems = 
PlaylistID + UploadID

[bookmark: _Toc260731088]Data stores
The data stores here use standard SQL types. The finished product, which is made specifically for MySQL, will use the MySQL equivalents.
	Users
	
	
	

	Attribute
	Type
	Size
	Example

	UserID
	int
	11
	634

	Username
	varchar
	100
	JPearce

	Password (encoded)
	char
	32
	12e49dc08aadbb0b092d5946e6ba61fb

	Email
	varchar
	100
	j.pearce@gmail.com

	Permissions
	int
	1
	4

	RegisteredDate
	datetime
	
	2009-11-10 09:37:43

	RegisteredIP
	varchar
	15
	55.212.7.23

	LatestIP
	varchar
	15
	55.98.23.155



	Sessions
	
	
	

	Attribute
	Type
	Size
	Example

	UserID
	int
	11
	634

	Session
	char
	32
	5bbdf9a0ad9db9738fab5e6436ee6068



	Uploads
	
	
	

	Attribute
	Type
	Size
	Example

	UploadID
	int
	11
	4366

	UserID
	int
	11
	634

	PathToFile
	varchar
	500
	/jpearce/matthew-ebel/rain.mp3

	EncodedPath
	char
	32
	70487ccde9ef8fde29a594e3a9d26d54

	Artist
	varchar
	500
	Matthew Ebel

	Title
	varchar
	500
	Rain

	Genre
	varchar
	500
	Piano Rock



	Playlists
	
	
	

	Attribute
	Type
	Size
	Example

	PlaylistID
	int
	11
	413

	UserID
	int
	11
	634

	PlaylistName
	varchar
	500
	Matthew Ebel Songs



	PlaylistItems
	
	
	

	Attribute
	Type
	Size
	Example

	PlaylistID
	int
	11
	413

	UploadID
	int
	11
	4366



[bookmark: _Toc260731089]Realistic appraisal of the feasibility of potential solutions
There is a similar solution to this that is already in use; which streams the content directly from the person’s computer. While this may save the time and effort associated with uploading music to a server, it does then require the host computer to always be on and connected to the Internet – which can be heavily inconvenient. 
For Audiobase to use this solution, it would then have to allow users to download a program that can read and encode all the music on the host computer (or in a user specified folder) and then transmit it to the client computer. 
[bookmark: _Toc260731090]Justification of chosen solution
The current Audiobase solution (uploading files to the private area of a website), is effective in that it is easier and quicker to develop, does not have dependencies on operating system software, can be maintained easier as it does not require compiling, all users will get a new version of the product without having to download an updated version, and just general ease of use for both client and developer.
Additionally, a website can run an API (Application Programming Interface), which would allow third-party developers to create software to interact with the website, giving users more flexibility as to how they use the product.
[bookmark: _Toc260731091]Objectives of the proposed system
The system must successfully upload and stream a number of audio file types, including MP3, WMA, WAV, AAC and OGG.
The system must detect whether the files uploaded are not of this filetype, and ensure that they are of a reasonable filesize. 
Must be able to store uploaded files within a manageable file hierarchy, storing each track according to the user who uploaded it, the track artist, and the name of the track itself.
Allow users to organise tracks into playlists.
Implement a working membership system; wherein a user can register for an account, log in, edit settings and log out.
Allow website administrators to remove uploads from public view without them being removed from the database altogether.
[bookmark: _Toc260731092]Data flow diagram for the proposed system


[bookmark: _Toc260731093]Design
[bookmark: _Toc260731094]Overall systems design

[bookmark: _Toc260731095]Process design



[bookmark: _Toc260731096]Psuedo-code algorithms
There are no specific algorithms or calculations needed in this project.
[bookmark: _Toc260731097]Data requirements
Users (UserID, Username, Password, Email, Permissions, RegisteredDate, RegisteredIP, LatestIP)
Sessions (UserID, Session)
Uploads (UploadID, UserID, PathToFile, EncodedPath, Artist, Title, Genre)
Playlists (PlaylistID, UserID, PlaylistName)
PlaylistItems (PlaylistID, UploadID)
[bookmark: _Toc260731098]Record structures
All data is being stored using a MySQL server database. MySQL is being used, as it is a free, open-source and widely used piece of software, and is very easy to use while being very versatile – particularly when it comes to data types and validation.
Key:	(user) The data in this field is inputted or can be altered by the user.
	(auto) Data in this field is generated or altered by the system.
	(required) This field must contain content.
	Users
	
	
	

	Attribute
	Type
	Size
	Validation
	Notes

	UserID
	int
	11
	
	Primary key, 
Auto-increment
(auto, required)

	Username
	varchar
	100
	Alphanumeric characters only
	(user, required)

	Password
	char
	32
	6-16 characters (pre-hashing)
	Encoded MD5 hash
(user, required)

	Email
	varchar
	100
	Contains @ and domain
	(user, required)

	Permissions
	int
	1
	
	(auto, required)

	RegisteredDate
	datetime
	
	
	(auto, required)

	RegisteredIP
	varchar
	15
	
	(auto, required)

	LatestIP
	varchar
	15
	
	(auto)

	
Sessions
	
	
	

	Attribute
	Type
	Size
	Validation
	Notes

	UserID
	int
	11
	
	Primary key
(auto, required)

	Session
	char
	32
	
	Encoded MD5 hash,
Primary key
(auto, required)



	Uploads
	
	
	

	Attribute
	Type
	Size
	Validation
	Notes

	UploadID
	int
	11
	
	Primary key,
Auto-increment
(auto, required)

	UserID
	int
	11
	
	(auto, required)

	PathToFile
	varchar
	500
	Has to be a valid filetype
	(user, required)

	EncodedPath
	char
	32
	
	Encoded MD5 hash
(auto, required)

	Artist
	varchar
	500
	
	Taken from file metadata
(auto)

	Title
	varchar
	500
	
	Taken from file metadata
 (auto)

	Genre
	varchar
	500
	
	Taken from file metadata
 (auto)

	
Playlists
	
	
	

	Attribute
	Type
	Size
	Validation
	Notes

	PlaylistID
	int
	11
	
	Primary key,
Auto-increment
(auto, required)

	UserID
	int
	11
	
	(auto, required)

	PlaylistName
	varchar
	500
	
	(user, required)



	PlaylistItems
	
	
	

	Attribute
	Type
	Size
	Validation
	Notes

	PlaylistID
	int
	11
	
	Primary key
(auto, required)

	UploadID
	int
	11
	
	Primary key
(auto, required)



[bookmark: _Toc260731099]User interface designs
The user interface on Audiobase is via a website, located conveniently on the World Wide Web. All markup (HTML, CSS, JavaScript) is rendered on the users computer, while all programming (PHP, SQL) is compiled by the server.
Users navigate the website via a hyperlink navigation displayed on each page; these link to other pages and so on and so forth. Users may also implement built in browser buttons (such as the Back button) to navigate the website. Certain sections, such as the music playlist, will be powered by JavaScript – more likely in AJAX (Asynchronous JavaScript And XML), as this allows web pages to be loaded and functions fired without having to reload the current page or load a new one.
The website design, while currently undecided, will likely either follow either a dark and grunge design – with dark backgrounds, repeating patterns, bold bright highlights (such as the colours pink, orange, etc) and paint splatter effects – or a modern, clean and contemporary design – taking advantage of whitespace, varying shades of neutral colours (such as grey) and minimalist photography. Both of these are likely to take advantage of sans-serif web-safe typefaces (likely Arial, Helvetica and/or Verdana) as these are clear and easy to read at both small and large font sizes, as well as all being classed as “websafe”. For headers, technologies such as Cufón (http://cufon.shoqolate.com/) can be implemented to render custom typefaces; extending the brand and design to the type as well as the rest of the webpage.
[bookmark: _Toc260731100]Sample input screens

[bookmark: _Toc260731101]Sample output screens

[bookmark: _Toc260731102]Data security and integrity
Data is primarily secured using MD5 hashing; a non-reversible encryption process that turns data (of any length or type) into a 32 character string. In addition to this, elements of the string are scrambled or altered to provide further security. 
This is most effectively used for password protection, as the non-reversible element of MD5 hashing makes it impossible to decipher a password even if the database is compromised and the data taken. 
[bookmark: _Toc260731103]System security
All passwords, session codes and filenames are encoded in non-reversible MD5.
Access to different parts of the website is controlled using the permissions field of a person’s user record. 
The user levels are defined as such:
Level 0: Banned; user cannot log in or use any site functions.
Level 1: Standard user; can use all site functions, minus moderation and administration panels.
Level 2: Reserved; for potential later use for VIP members, subscribers, etc.
Level 3: Moderator; can use all site functions and the moderation panel, but not the administrative panel.
Level 4: Administrator; can use all site functions, the moderation panel and the administration panel.
Level 5: Super administrator; can use all site functions, the moderation panel and the administration panel; as well as the database and site control features. Additionally, this account cannot be banned, demoted or warned.
[bookmark: _Toc260731104]Testing strategy
[bookmark: _Toc260731105]Data input testing
The registration form contains necessary validation rules including email address format validation and alphanumeric character validation for the username. The form will only submit if the user accepts the website terms of service, otherwise it returns an error.
The login form validates the user’s username OR email address, as well as their hashed password, to those stored in the database. It logs them in if the details match (valid) or rejects them if they are incorrect (erroneous). This is tested by entering completely valid information, partially valid information (correct username, wrong password; for example) and completely erroneous information.
The upload form will only submit if a file has been selected for upload and the terms of service have been agreed to; otherwise an error is returned. The playlist creation form only requires a playlist name to be entered.


[bookmark: _Toc260731106]Testing
[bookmark: _Toc260731107]Testing system objectives
This is testing the system objectives laid out in the Analysis section. 
[bookmark: _Toc260731108]Test #1 
Purpose: Upload various filetypes including MP3, WMA, WAV, AAC and OGG.
Test data: Various files of allowed filetype.
Expected result: Files are successfully uploaded into the file structure and added to the database, additionally being added to existing playlists if any exist.
Actual result: The track is successfully uploaded, with the relevant information added to the database. 

	
[bookmark: _Toc260731109]Test #2 
Purpose: Detect whether uploaded files are within the filesize limit.
Test data: Upload a single file that exceeds the upload limit for the website.
Expected result: The file will not be uploaded and the relevant database entry will not be created.
Actual result: d
[bookmark: _Toc260731110]Test #3 
Purpose: Store uploaded files within a hierarchical data structure.
Test data: Upload a file by an artist and user that has not previously been uploaded.
Expected result: The creation a new directory to store the file. The file itself should be renamed to the title of the song.
Actual result: Files are storied in a correctly created hierarchy.


	
	
	



[bookmark: _Toc260731111]Test #4 
Purpose: Allow users to create playlists.
Test data: Insert the name for a playlist.
Expected result: The playlist and playlist slug should be created and added to the database.
Actual result: The playlist comes into existence! 

	
[bookmark: _Toc260731112]Test #5 
Purpose: Allow users to organise tracks into playlists.
Test data: While uploading a file, and if a playlist or multiple playlists are selected, then add the database entry relevant to the track and playlists.
Expected result: The database entry linking the track to playlist will be created.
Actual result: The database linking the track to the playlist was created. The track appears under the selected playlist(s).

	
[bookmark: _Toc260731113]Test #6 
Purpose: Allow users to register, log into and log out of accounts.
Test data: When registering, make sure that the username only contains alphanumeric characters, that the email is a valid address, and that the two passwords entered match one another. When logging in, it will check whether the username exists in the database, and that the hashed password matches that in the database.
Expected result: If all the data entered is correct then the user will be registered or logged in. Otherwise an error relevant to the problematic data will be returned.
Actual result: The forms behave as expected and return an error relevant to this issue when problems with input occur. 
[bookmark: _Toc260731114]Test #7 
Purpose: Allow administrators to view and remove uploads without removing them from the website altogether.
Test data: Select some uploaded files and select the option to remove them from public viewing.
Expected result: The files will be removed from public viewing via the altering of a single database value. The file’s status on the administration panel will be changed.
Actual result: Administrators can view all files uploaded to the Audiobase website, however the functionality to hide/remove them was not fully programmed and is thus unavailable. 

[bookmark: _Toc260731115]Test #8 
Purpose: Allow administrators to change the permissions level of users.
Test data: Select a single or multiple users and select the level they would like them to be promoted/demoted to. 
Expected result: A single database value will be altered for each user that needs to be changed.
Actual result: The ability to change user permissions is only partially coded and has not been fully implemented; thus, it is unoperational. 



[bookmark: _Toc260731116]Testing data input
This is testing the whether input fields can correctly validate valid, boundary and erroneous data correctly.
[bookmark: _Toc260731117]Registration form
The registration form contains four fields, of which three have some form of validation attached to them. The username field only allows alphanumeric characters (letters and numbers), the email field only allows a correctly formatted email address to be submitted and the remaining two fields are for entering the password and confirming it – assuring the user enters the same password bon both occurrences. 
In addition to this, the username and email address are both compared to the existing database to check whether the details entered are already in use. This prevents conflict between accounts as well as the creation of duplicate accounts from a single email address. 
To help the user along in this process, hints are shown alongside the input boxes when they focus upon the box. The errors are incomplete and may appear vague, they are also unstyled.
This form should return an error, as the username contains a space. The rest of the data is valid.
Correct, an error is returned citing an issue with the username.
This form should return an error due to the passwords being different. 
Correct, an error is returned citing the mismatching passwords.
This form should return an error as the email address is not correct. 
And it does return an error! As the email address is not valid! Gotta love them error messages.
James Robinson is not the most trustworthy type, so he sees if he can gain trick the system into making him the administrator. 
His hopes are in vain. The system stops him in his tracks.
This form contains entirely valid data, and thus should be submitted. The user will then be redirected to the login page. It works successfully. 

[bookmark: _Toc260731118]Login form
The login form contains just two fields for a username and a password. The only validation ran upon these fields is whether the username and password exist and are connected. 
[image: ]This form has a valid username but an incorrect password. It returns an error when the form is submitted.
The login form redirects to the music player when the user logs in with the correct details.
[bookmark: _Toc260731119]Upload form 
The upload form requires a file to be selected for upload; this file must be of an allowed file type and below the maximum file size. A file title is required, however all other fields are optional. 


[bookmark: _Toc260731120]User Guide
[bookmark: _Toc260731121]System requirements
Audiobase works entirely online, thus it is compatible with any computer or device connected to the Internet. 
A computer or other Internet-capable device.
An Internet connection.
Adobe Flash Player 8 or above – free download from http://get.adobe.com/flashplayer/.
A JavaScript enabled web browser (works best on Mozilla Firefox, Google Chome or Apple Safari).
[bookmark: _Toc260731122]Tutorial
Using Audiobase is so simple a monkey with rabies could use it… and we mean that literally, that’s why there’s such a thing as monkey testing.
When you first visit the Audiobase website, you are presented with the logged-out homepage. You can’t do very much without an account, so it’ll be very helpful if you clicked the giant “Sign up” button.
Here be sign up forms! Just pop in all your info (and make sure it’s correct, of course) and hit the Sign up button at the bottom. 
After signing over your soul to us – and providing your details fit our specifications – a login form will suddenly appear. Pop the details you just registered with in into it to finally get into the freaking website.

Alright, now you should see a lovely blank Audiobase player. You don’t have any music yet, so try clicking your little mousebuttons on the “Upload” link at the top right of the page. 
And now you’re on the uploading page. Here you can upload new songs, attach metadata to them, and save them to playlists you’ve made. We don’t have any playlists yet, so let’s go and make one for the sake of it.
On the playlist management page you can make new playlists and delete ones you no longer want. To create one, simply type in what you want it to be called in the box at the top and hit the submit button at the bottom of the page. 
Back on the upload page, select a track you want to upload (keep a note of the filesize and filetype limits listed on the upload form) and type in some details about the track. This is not required, but it makes organising your tracks a whole lot easier. Just hit on the upload button and watch it zoom off to our servers!
Congratulations! You just created a playlist and uploaded your first song to Audiobase! You should feel proud of yourself!
[bookmark: _Toc260731123]Troubleshooting
Most errors you will encounter on Audiobase are clearly explained when they occur, however, a more human approach is given below using the tried and tested method of the “Frequently Asked Questions that no one has ever asked but we’re going to answer for you now anyway”.
Why can’t I register to Audiobase?
You need to make sure that all the details you enter into the form is correct. All usernames have to be alphanumeric (letters and numbers only, no other characters are allowed); your two passwords have to be exactly the same, including the case; and your email address has to be in the format example@domain.com.
Why can’t I log in to Audiobase?
Are you sure that all your details are correct? Is the username or email address you’re using to log in the correct one for your account? Is that the correct password? All these questions and more, coming soon in Audiobase 2: Revenge of the Playlist.
The song I want to upload won’t upload? This is your fault.
No, Disembodied Voice, it is not my fault. It is clearly marked on the uploader what the file type and file size limitations are. If you go over them then we have no option but to gut you wide open. Uploading anything that is not allowed shall only end in failure. 


[bookmark: _Toc260731124]Technical Documentation
[bookmark: _Toc260731125]System overview
Audiobase is a system that allows people to upload music files and play them back later via a web-based music player. It does this via a hierarchical file structure and the use of a MySQL database to organise and retrieve data that is relevant to the user.
When a user logs in, their details (name, ID, permissions, etc.) are taken from the database ad stored in a variable; the persons ID is then used to retrieve all tracks uploaded by that person from the database and these results are printed onto the page. When a user clicks on an item the file is loaded via a combination of JavaScript and Flash technologies and is played at the current computer volume. 
If a user wishes to upload a track then they can do so via a generic file upload input, which validates the file’s type and size to make sure they are within the allowable limits. This creates the file hierarchy necessary to hold the file, as well as adding the relevant information into the database. 
If the user adds the song to a playlist, then a relationship is added linking the upload ID to the playlist ID into a dedicated relationship table. 
[bookmark: _Toc260731126]Modularity
The codebase for Audiobase is modular in that it is split into numerous different sections of code – notably, each page has it’s own PHP file; there are some individual functions; and common items (such as header and footer sections of each page) are included from other files so that every page doesn’t have to be altered to accommodate a single change. 
Because the system is built in such a way, very little detail has to be repeated and parts of the program (such as functions or included files) can be altered or entirely swapped out for other files. 
[bookmark: _Toc260731127]Variables
This is a table documenting the variables and constants that are used throughout Audiobase.
	Constants
	

	Variable
	Type
	Description

	ab_root
	Text
	ab_root is the root URL for the website (eg, http://audiobase.com), all internal site links are based on the root URL. This is useful, as it allows the URL of the website to be changed however only needs one variable to be edited to change every link on the website – an example of further modularisation. 

	ab_status
	Boolean
	This is a simple method of defining whether the website is fully available (true) or in read-only mode (false). When in read-only mode users can only log-in and listen to music, they cannot upload new music or create playlists.



	Global variables
	

	Variable
	Type
	Description

	$logged_in
	Boolean
	This is set to ‘true’ when a user successfully logs in, otherwise it is set to false. It’s used as a way to check whether a person is eligible to view certain information (such as the player page) quickly.

	$my_id
	Integer(11)
	This stores the user’s automatically assigned ID number, which is absolutely necessary to retrieve and insert data into the database.

	$my_level
	Integer(1)
	This is the user’s permissions level, documenting whether they’re banned from the service or are administrators, and thus what sections of the website they’re allowed to view.

	$my_name
	Text
	The user’s name, for quick and easy displaying of the user’s name without any tedious mucking about in hyperspace.

	$my_session
	Char(32)
	The person’s session key. This is only used in the login script which is run on every page and is used to check that the current session is still valid.



[bookmark: _Toc260731128]Procedures and functions
This is a table documenting the functions that are used throughout Audiobase.
	Functions

	Function
	Description

	l($url = ‘’)
	The l() function writes links to other pages within Audiobase, it works in conjunction with the ab_root constant.

The one variable takes the section of URL to appear after ab_root, if left blank it just links to the homepage.

	translateURL($id)
	This function correlates encoded URL paths created by MD5 hashes into a readable directory path. It was initially meant to solve the problem of piracy and downloading via Audiobase, but was not effective and not relevant in a closed system.

The one required variable takes the encoded path.

	slugIt($var)
	This function uses a series of encoding functions, string replacement functions (and a regex!) to create an URL compatible “slug” devoid of any punctuation or special characters, that can be used for file structures. 

The one required variable is the string that needs to be converted into a slug.

	userIP()
	There are three different ways to obtain an IP address in PHP, each one only returning an address in specific conditions. This function checks the client network IP, the forwarded proxy address and the remote connection address in turn in order to find the users IP address. This is used solely for database logs.

There are no variables for this function.  

	dirSize($directory)
	When reading a directory with normal PHP functions, the resulting figure would always be the size the presence of the directory takes up on the server (aka, a few bytes) without account to directory content or subdirectories within it. This function looks through all files and subdirectories and tallies the total amount of all the filesizes.

The one required variable is the path to the directory.



[bookmark: _Toc260731129]SQL
Database tables were initially laid out earlier in the “Data Stores” section of the Analysis section. They have been edited somewhat to better accommodate changes made to the program.
	playlists
	
	
	

	Attribute
	Type
	Size
	Validation
	Notes

	id
	int
	11
	
	Primary key, 
Auto-increment
(auto, required)

	user
	int
	11
	
	Foreign key
(auto, required)

	name
	text
	
	
	(user, required)

	slug
	text
	
	
	Auto-created from name by PHP
(auto, required)

	created
	datetime
	19
	Must be formatted as YYYY-MM-DD HH:MM:SS
	(auto,required)



	uploads
	
	
	

	Attribute
	Type
	Size
	Validation
	Notes

	id
	int
	11
	
	Primary key, 
Auto-increment
(auto, required)

	user
	int
	11
	
	Foreign key
(auto, required)

	path_read
	varchar
	1024
	
	The “readable” path to the file (auto, required)

	path_encoded
	char
	32
	Must be 32 characters long
	An MD5 hash of the file path
(auto, required)

	created
	datetime
	19
	Must be formatted as YYYY-MM-DD HH:MM:SS
	(auto, required)

	artist
	text
	
	
	(user)

	title
	text
	
	
	If no title is inputted by user, then filename is used
(user/auto, required)

	album
	text
	
	
	(user)



	uploadstoplaylists
	
	
	

	Attribute
	Type
	Size
	Validation
	Notes

	playlist
	int
	11
	
	Primary key
(auto, required)

	upload
	int
	11
	
	Primary key
(auto, required)



	users
	
	
	

	Attribute
	Type
	Size
	Validation
	Notes

	id
	int
	11
	
	Primary key, 
Auto-increment
(auto, required)

	username
	text
	
	
	(user, required)

	password
	char
	32
	Must be 32 characters long
	MD5 hash of user inputted password (user, required)

	session
	char
	32
	Must be 32 characters long
	An MD5 hash of the users IP address, only exists following first login
(auto)

	email
	text
	
	Must contain @ and domain
	(user, required)

	upload
	int
	11
	
	The maximum allowed number of uploads. Automatic value assigned can be edited by administrator.
(user/auto, required)

	permissions
	int
	1
	
	The user permissions level. Automatic value assigned can be edited by administrator. (user/auto, required)

	reg_date
	datetime
	
	Must be formatted as YYYY-MM-DD HH:MM:SS
	The date and time the user registered. (auto, required)

	reg_ip
	varchar
	15
	
	The user’s registration IP.
(auto, required)

	lat_ip
	varchar
	15
	
	The user’s latest login IP. Only exists following first login
(auto)





[bookmark: _Toc260731130]Technical Solution
A live preview of the Audiobase website is available online at http://audiobase.shaunhargreaves.com/. There is a required username and password to access this subsection of the website (User: Greyscale, Pass: LemonJelly22), this is not part of the project, merely a security precaution. 
Once upon the live Audiobase website, you have to log in as an administrator (User: admin, Pass: LemonJelly22) to use it. Some functions are non-operational, as they were only partially coded when the deadline was reached. Additionally, due to a problem with code revision storage, a lot of operational code has accidentally been deleted; while many of these have had to be recoded as I was rapidly approaching the final deadlines, the online version of the website still does not correctly carry out many functions that previously worked (such as user registration, thus why you have to use the administrative account).
[bookmark: _Toc259103552][bookmark: _Toc260731131]Root directory
Root directory files are in the very front of the website. These are normally the files that display the content of the different pages, or files that are required to be in the root directory.
[bookmark: _Toc259103553].htaccess
The .htaccess file is a special file for Apache server setups, that allow users to use special PHP modules, in this case we are using mod_rewrite, in order to rewrite URLs as they appear in the browser to the correct files on the server.
Regular expressions are used in the first part in order to define a part of the URL that can vary; these are then added to a query string in the latter section (as seen by the use of $1).
# Activate mod_rewrite, define root directory
RewriteEngine On
RewriteBase /

# Parse CSS files as PHP, allowing the use of dynamic code
AddHandler application/x-httpd-php .css

# Makes URLs look a whole lot prettier
RewriteRule ^admin/?$ admin/uploads/ [R=301,NC]
RewriteRule ^admin/uploads/?$ admin.php?md=uploads
RewriteRule ^admin/users/?$ admin.php?md=users
RewriteRule ^admin/users/([^/]+)/?$ admin.php?md=users&byuser=$1
RewriteRule ^player/?$ player.php
RewriteRule ^player/playlist/([^/]+)/?$ player.php?pid=$1
RewriteRule ^playlists/?$ playlists.php
RewriteRule ^upload/?$ upload.php
RewriteRule ^upload/playlist/([^/]+)/?$ upload.php?pid=$1
RewriteRule ^home/?$ home.php
RewriteRule ^signout/?$ login.php?md=signout
RewriteRule ^signin/?$ login.php?md=signin
RewriteRule ^signup/?$ login.php?md=register
[bookmark: _Toc259103554]admin.php
This is the administration panel. It can display information concerning users and uploaded files and can only be viewed by people with the correct permissions level.
<?php

	// Include necessary files
	require'inc/daba.connect.php';
	require'inc/func.general.php';
	
	// Only allow people with administrative privileges
	if($my_level <=2) {
		die("403 Forbidden. GET OUT OF HERE.");
	}
	
	// Get current mode from query string
	$mode = $_GET['md'];

	// If viewing uploads...
	if($mode == "uploads") {
		// If uploads by a certain user
		$byuser = $_GET['byuser'];
		$query = "SELECT * FROM uploads,users WHERE uploads.user = users.id ";
		// Append additional WHERE clause if searching for a particular user
		if($byuser) { $query .= " AND users.username = '".$byuser."' "; }
		$query .= " ORDER BY uploads.created DESC";
		$result = mysql_query($query);
		$rows = mysql_num_rows($result);
		// Cycle through results and grab needed information
		for($i=0;$i<$rows;$i++) {
			$track_id[$i] = mysql_result($result, $i, "uploads.id");
			$track_artist[$i] = stripslashes(mysql_result($result, $i, "uploads.artist"));
			$track_title[$i] = stripslashes(mysql_result($result, $i, "uploads.title"));
			$track_album[$i] = stripslashes(mysql_result($result, $i, "uploads.album"));
			$track_uploaded[$i] = mysql_result($result, $i, "uploads.created");
			$track_path[$i] = mysql_result($result, $i, "uploads.path_read");
			$track_hash[$i] = mysql_result($result, $i, "uploads.path_encoded");
			// Get filesize of each file and translate to megabytes
			$track_fileuse[$i] = round((filesize(getcwd()."/data/uploads".$track_path[$i]) / 1024) / 1024, 2);
			// Calculate how much of 100% (the max filesize) this file takes up
			$track_filebar[$i] = floor((100 / ini_get('post_max_size')) * $track_fileuse[$i]);
			$track_user[$i] = mysql_result($result, $i, "users.username");
		}
	} 
	// If viewing users...
	elseif($mode == "users") { 
		$result = mysql_query("SELECT * FROM users ORDER BY users.reg_date DESC");
		$rows = mysql_num_rows($result);
		for($i=0;$i<$rows;$i++) {
			$user_id[$i] = mysql_result($result, $i, "users.id");
			$user_name[$i] = mysql_result($result, $i, "users.username");
			$user_email[$i] = mysql_result($result, $i, "users.email");
			$user_permissions[$i] = mysql_result($result, $i, "users.permissions");
			// Use switch/case to print the ranking of a user based on permissions level
			switch($user_permissions[$i]) { 
				case 0:
					$user_level[$i] = "Banned";
					break;
				case 1:
					$user_level[$i] = "Standard";
					break;
				case 2:
					$user_level[$i] = "Moderator";
					break;
				case 3:
					$user_level[$i] = "Administrator";
					break;
			}
			$user_registered[$i] = mysql_result($result, $i, "users.reg_date");
			$user_reg_ip[$i] = mysql_result($result, $i, "users.reg_ip");
			$user_lat_ip[$i] = mysql_result($result, $i, "users.lat_ip");
			// Get filesize of all user uploads and translate to megabytes
			$user_fileuse[$i] = round((dirSize(getcwd()."/data/uploads/".$user_name[$i]) / 1024) / 1024, 2);
			$user_alloweduse[$i] = mysql_result($result, $i, "users.upload");
			// If user has a max upload limit...
			if($user_alloweduse[$i]) {
				// Calculate how much percent of max upload limit is being used
				$user_filebar[$i] = floor((100 / $user_alloweduse[$i]) * $user_fileuse[$i]);
			// If user has unlimited upload limit...
			} else {
				// Show unlimited upload limit
				$user_alloweduse[$i] = "&infin;";
				$user_filebar[$i] = "100";
			}

		}
	}
	require'inc/page.header.php';
?>

			<div id="admin_panel">
				<div id="admin_navigation">
					<ul>
						<li><a href="<?=l('/admin/uploads')?>">Recent uploads</a></li>
						<li><a href="<?=l('/admin/users')?>">Users</a></li>
					</ul>
				</div>
				<div id="admin_body">
					<? if($mode == "dashboard") { ?>
					<div id="admin_dashboard" class="container">
						
					</div>
					<? } 
					   elseif($mode == "uploads") { ?>
					<div id="admin_uploads" class="container">
						<div class="column span-4 first last">
							<table border="0" cellpadding="4" cellspacing="0">
								<thead>
									<tr>
										<th width="5%"></th>
										<th width="35%">ID / Artist / Title / Album</th>
										<th width="15%">Created</th>
										<th width="35%">Hashed path / Actual path</th>
										<th width="10%">Filesize</th>
									</tr>
								</thead>
								<tbody>
									<? for($i=0;$i<count($track_id);$i++) { ?>
									<tr>
										<td>
											<input type="checkbox" name="check[]" />
										</td>
										<td>
											<span class="track_id"><?=$track_id[$i]?></span>
											<span class="track_artist"><?=$track_artist[$i]?></span>
											<span class="track_title"><?=$track_title[$i]?></span>
											<span class="track_album"><?=$track_album[$i]?></span>
										</td>
										<td>
											<span class="track_created"><?=$track_uploaded[$i]?></span>
											<span class="track_user"><?=$track_user[$i]?></span>
										</td>
										<td>
											<span class="track_hash"><?=$track_hash[$i]?></span>
											<span class="track_path"><a href="<?=l('/data/uploads'.$track_path[$i])?>"><?=$track_path[$i]?></a></span>
										</td>
										<td>
											<span class="track_fileuse"><span style="width:<?=$track_filebar[$i]?>%;"><?=$track_fileuse[$i]?>MB</span></span>
										</td>
									</tr>
									<? } ?>
								</tbody>
							</table>
						</div>
					</div>
					<? } 
					   elseif($mode == "users") { ?>
					<div id="admin_users" class="container">
						<div class="column span-4 first last">
							<table border="0" cellpadding="4" cellspacing="0">
								<thead>
									<tr>
										<th width="5%"></th>
										<th width="35%">ID / Username / Email/ Registered date</th>
										<th width="15%">Permissions</th>
										<th width="35%">Registered IP / Latest IP</th>
										<th width="10%">Dirsize</th>
									</tr>
								</thead>
								<tbody>
									<? for($i=0;$i<count($user_id);$i++) { ?>
									<tr>
										<td>
											<input type="checkbox" name="check[]" />
										</td>
										<td>
											<span class="user_id"><?=$user_id[$i]?></span>
											<span class="user_name"><?=$user_name[$i]?></span>
											<span class="user_email"><?=$user_email[$i]?></span>
											<span class="user_reg_date"><?=$user_registered[$i]?></span>
										</td>
										<td>
											<span class="user_level"><?=$user_level[$i]?></span>
										</td>
										<td>
											<span class="user_reg_ip"><?=$user_reg_ip[$i]?></span>
											<span class="user_lat_ip"><?=$user_lat_ip[$i]?></span>
										</td>
										<td>
											<span class="user_fileuse"><span style="width:<?=$user_filebar[$i]?>%;"><?=$user_fileuse[$i]?> / <?=$user_alloweduse[$i]?> MB</span></span>
										</td>
									</tr>
									<? } ?>
								</tbody>
								<tfoot>
									<tr>
										<td colspan="5">
											<select name="user_levelalt">
												<option value="0">Ban user</option>
												<option value="1">Make standard user</option>
												<option value="2">Make moderator</option>
												<option value="3">Make administrator</option>
											</select>
											<input type="submit" value="Submit" />
										</td>
									</tr>
								</tfoot>
							</table>
						</div>
					</div>
					<? } ?>
				</div>
			</div>

<?php
	require'inc/page.footer.php';
?>
[bookmark: _Toc259103555]home.php
This file is the logged out homepage, it displays information about the Audiobase service to the user. It does not include any special functions.
<?php

	// The homepage is purely for displaying information
	// to logged out users, providing links for them to
	// register and login to Audiobase.

	// Include necessary files
	require'inc/daba.connect.php';
	require'inc/func.general.php';
	require'inc/page.header.php';

?>

			<!-- ab_blurb --> 
			<div class="clear" id="ab_blurb">
				<a href="<?=l('/signup')?>" class="button big" id="cta_signup">Sign up &raquo;</a>
				<h2>Audiobase is a pretty bitchin' service that lets you upload your music, and listen to it anywhere you have an internet connection.</h2>
			</div>
			<!-- /ab_blurb -->
			<!-- columns --> 
			<div class="clear" id="ab_steps">
				<div class="column span-1 first" id="ab_steps_1">
					<h3><span class="step_no">1</span> <span class="step_title">Join</span></h3>
					<img src="<?=l('/assets/images/step_1.png'); ?>" alt="" />
					<p>Lorem ipsum dolor sit amet, consectetur adipiscing elit. Morbi condimentum dui feugiat nunc feugiat vitae tincidunt sem tincidunt. Morbi lobortis ornare faucibus. Pellentesque bibendum dignissim.</p>
				</div>
				<div class="column span-1" id="ab_steps_2">
					<h3><span class="step_no">2</span> <span class="step_title">Upload</span></h3>
					<img src="<?php echo l('/assets/images/step_2.png'); ?>" alt="" />
					<p>Lorem ipsum dolor sit amet, consectetur adipiscing elit. Morbi condimentum dui feugiat nunc feugiat vitae tincidunt sem tincidunt. Morbi lobortis ornare faucibus. Pellentesque bibendum dignissim.</p>
				</div>
				<div class="column span-1" id="ab_steps_3">
					<h3><span class="step_no">3</span> <span class="step_title">Listen</span></h3>
					<img src="<?php echo l('/assets/images/step_3.png'); ?>" alt="" />
					<p>Lorem ipsum dolor sit amet, consectetur adipiscing elit. Morbi condimentum dui feugiat nunc feugiat vitae tincidunt sem tincidunt. Morbi lobortis ornare faucibus. Pellentesque bibendum dignissim.</p>
				</div>
				<div class="column span-1 last" id="ab_steps_4">
					<h3><span class="step_no">4</span> <span class="step_title">Love</span></h3>
					<img src="<?php echo l('/assets/images/step_4.png'); ?>" alt="" />
					<p>Lorem ipsum dolor sit amet, consectetur adipiscing elit. Morbi condimentum dui feugiat nunc feugiat vitae tincidunt sem tincidunt. Morbi lobortis ornare faucibus. Pellentesque bibendum dignissim.</p>
				</div>
			</div>
			<!-- /columns --> 

<?php
	require'inc/page.footer.php';
?>
[bookmark: _Toc259103556]index.php
This is the “de facto” homepage, users who go to the Audiobase URL will be automatically taken to this file. This file simply differentiates between users who are already logged in, and those who are not; sending them to player.php or home.php respectively.
<?php

	// Include necessary files
	require'inc/daba.connect.php';
	require'inc/func.general.php';

	// Check if user is logged in
	if($logged_in) {
		// If logged in, redirect them to music player
		header("Location:".l('/player/'));exit;
	}
	else {
		// If logged out, redirect them to logged out homepage
		header("Location:".l('/home/'));exit;
	}

?>
[bookmark: _Toc259103557]login.php
This file contains the scripts for registering an account, logging into an account, and logging out again. It differentiates the user’s intended action through use of the query string. This file contains lots of validation, operated through regular expressions and numerous if statements.
<?php

	// Include necessary files
	require'inc/daba.connect.php';
	require'inc/func.general.php';
	
	// Get current mode from query string
	$mode = $_GET['md'];
	
	// If logging out...
	if($mode == "signout") {
		// Destroy the session cookie
		session_start();
		session_unset();
		session_destroy();
		// Redirect user to index.php, which determines where they go
		header("Location:" . l());
		exit;
	}
	// If logging in...
	elseif($mode == "signin") {
		// If user is already logged in...
		if($logged_in) {
			// Redirect them back to the player
			die(header("Location: " . l('/player')));
		}
		// If login form submitted
		if (!empty($_POST)) {
			// Grab information from login form
			$user_name = strtolower(trim(strip_tags($_POST['login_username'])));
			$user_pass = trim(strip_tags($_POST['login_password']));
			// If all information present...
			if($user_name && $user_pass) { 
				// Check to see if user exists
				$result = mysql_query("SELECT id,username,password FROM users WHERE username LIKE '".$user_name."' LIMIT 1");
				// If user exists...
				if($result) { 
					// Check to see if password is attributed to user, if correct...
					if (mysql_result($result, 0, "password") == md5($user_pass)) {
						// Get all user information
						$user_id = mysql_result($result,0,"id");
						$user_name = mysql_result($result,0,"username");
						$user_pass = mysql_result($result,0,"password");
						// Creation session key
						$my_session = md5(rand(0, PHP_INT_MAX) . userIP());
						// Set session variables
						$_SESSION['my_id'] = mysql_result($result, 0, "id");
						$_SESSION['my_session'] = $my_session;
						// Update session key in database
						mysql_query("UPDATE users SET session = '" . $my_session . "', lat_ip = '" . userIP() . "' WHERE id = '" . $user_id . "' LIMIT 1");
						// Redirect user to player
						die(header("Location: " . l('/player')));
					}
					// If password is incorrect...
					else {
						die("Your password was incorrect.");
					}
				}
				// If username is incorrect...
				else {
					die("Your username was incorrect.");
				}
			}
			// If information is missing
			else {
				die("All fields are required.");
			}
		}
	}
	// If registering...
	elseif($mode == "register") {
		// If user already logged in...
		if($logged_in) { 
			// Redirect user back to player
			die(header("Location:".l('/player')));
		}
		// If registration form is submitted
		if (!empty($_POST)) {
			// Grab all information from form
			$register_user = strtolower(trim(strip_tags($_POST['register_username'])));
			$register_pass = trim(strip_tags($_POST['register_password']));
			$register_pass_confirm = trim(strip_tags($_POST['register_password_confirm']));
			$register_email = trim(strip_tags($_POST['register_email']));
			$register_ip = userIP();
			// If all required information is present...
			if($register_user && $register_pass && $register_pass_confirm && $register_email) { 
				// If username is contains alphanumeric characters only
				if(preg_match("/^([a-zA-Z0-9]+)$/", $register_user)) { 
					// If email address is correctly formatted...
					if(preg_match("/^([a-zA-Z0-9])+([a-zA-Z0-9\._-])*@([a-zA-Z0-9_-])+([a-zA-Z0-9\._-]+)+$/", $register_email)) { 
						// If passwords match...
						if($register_pass == $register_pass_confirm) { 
							// Check to see if username and/or email is in use already
							$check_user = mysql_num_rows(mysql_query("SELECT id FROM users WHERE username = '".$register_user."' OR email = '".$register_email."' LIMIT 1"));
							// If no match found...
							if(!$check_user) {
								// Hash password
								$register_pass = md5($register_pass);
								// Insert all information into database
								mysql_query("
									INSERT INTO users(username,password,email,permissions,reg_date,reg_ip)
									VALUES ('".mysql_real_escape_string($register_user)."','".mysql_real_escape_string($register_pass)."','".mysql_real_escape_string($register_email)."','1','".date("Y-m-d H:i:s")."','".userIP()."')
								") or die(mysql_error());
								// If user directory doesn't exist...
								if(!file_exists(getcwd()."/data/uploads/".$register_user)) { 
									// ...create it!
									mkdir(getcwd()."/data/uploads/".$register_user);
								}
								// Redirect user to login page
								die(header("Location: " . l('/signin')));
							}
							// If username/email match found...
							else {
								die("That username or email address is already in use.");
							}
						}
						// If passwords are different...
						else {
							die("Your two passwords did not match.");
						}
					}
					// If email address is incorrect...
					else {
						die("That is an invalid email address.");
					}
				}
				// If username contains non-alphanumeric characters...
				else {
					die("That is an invalid username. Alphanumeric characters only.");
				}
			}
			// If information is missing
			else {
				die("All fields are required.");
			}
		}
	}
	// Redirect user to index.php
	else {
		die(header("Location:".l()));
	}
	
	require'inc/page.header.php';
	
?>

<? if($mode == "signin") { ?>
	<form id="login" class="form" action="" method="post">
		<h2>Sign in</h2>
		<div>
			<label for="login_username">Username</label>
			<input type="text" class="text" tabindex="1" name="login_username" />
		</div>
		<div>
			<label for="login_password">Password</label>
			<input type="password" class="text" tabindex="2" name="login_password" />
		</div>
		<div>
			<input type="submit" class="button submit" tabindex="3" name="logsubmit" value="Sign in" />
		</div>
	</form>
<? }
   elseif($mode == "register") { ?>
	<form id="register" class="form" action="" method="post">
		<h2>Sign up</h2>
		<div>
			<label for="register_username">Username</label>
			<input type="text" class="text" tabindex="1" name="register_username" />
			<label class="valid">Alphanumeric characters only.</label>
		</div>
		<div>
			<label for="register_password">Password</label>
			<input type="password" class="text" tabindex="2" name="register_password" />
			<label class="valid">All passwords are case-sensitive.</label>
		</div>
		<div>
			<label for="register_password_confirm">Confirm password</label>
			<input type="password" class="text" tabindex="3" name="register_password_confirm" />
			<label class="valid">Please insert the same password as above.</label>
		</div>
		<div>
			<label for="register_email">Email address</label>
			<input type="text" class="text" tabindex="4" name="register_email" />
			<label class="valid">Please enter a valid email address.</label>
		</div>
		<div>
			<input type="submit" class="button submit" tabindex="5" name="regsubmit" value="Sign up" />
		</div>
	</form>
<? } ?>

<?
	require'inc/page.footer.php';
?>
[bookmark: _Toc259103558]player.php
This file displays the main music player, it is only available to logged in users. The music player itself is called SoundManager2 (http://www.schillmania.com/projects/soundmanager2/) and operates through a combination of HTML, CSS, Javascript, Flash and some AJAX and HTML5.
<?php

	// Include required information
	require'inc/daba.connect.php';
	require'inc/func.general.php';

	// Get playlist ID (if any) from query string
	$playlist = $_GET['pid'];

	// Get playlists created by this user
	$query = "SELECT * FROM playlists WHERE user = '".$my_id."' ORDER BY name ASC";
	$result = mysql_query($query);
	$playlist_rows = mysql_num_rows($result);
	for($i=0;$i<$playlist_rows;$i++) { 
		$playlist_id[$i] = mysql_result($result, $i, "id");
		$playlist_named[$i] = stripslashes(mysql_result($result, $i, "name"));
		$playlist_slug[$i] = mysql_result($result, $i, "slug");
	}
	
	// If user is loading playlist...
	if($playlist) { 
		$result2 = mysql_query("SELECT id,name,slug FROM playlists WHERE playlists.slug = '".$playlist."'");
		$this_playlist_id = mysql_result($result2,0,"playlists.id");
		$this_playlist_name = stripslashes(mysql_result($result2,0,"playlists.name"));
		// Load items contained within playlist
		$query = "SELECT * FROM uploadstoplaylists,uploads WHERE uploadstoplaylists.upload = uploads.id AND uploadstoplaylists.playlist = '$this_playlist_id' AND user = $my_id ORDER BY artist ASC, title ASC";
	// If user is NOT loading playlist...
	} else { 
		$this_playlist_name = "All songs";
		// Load all items
		$query = "SELECT * FROM uploads WHERE user = '".$my_id."' ORDER BY artist ASC, title ASC";
	}
	
	// Execute the query as chosen from above IF statement
	$result = mysql_query($query);
	$item_rows = mysql_num_rows($result);
	for($i=0;$i<$item_rows;$i++) { 
		// Load information relevant to items
		$item_id[$i] = mysql_result($result, $i, "uploads.id");
		$item_loc[$i] = mysql_result($result, $i, "uploads.path_read");
		$item_path[$i] = mysql_result($result, $i, "uploads.path_encoded");
		$item_title[$i] = stripslashes(mysql_result($result, $i, "uploads.title"));
		$item_artist[$i] = stripslashes(mysql_result($result, $i, "uploads.artist"));
		$item_album[$i] = stripslashes(mysql_result($result, $i, "uploads.album"));
	}
	require'inc/page.header.php';
?>

			<!-- ab_player -->
			<div id="ab_player">
				<!-- ab_player_inner -->
				<div id="ab_player_inner" class="clear">
					<!-- ab_player_playlists -->
					<div id="ab_player_playlists" class="">
						<dl>
							<dt>Default playlists</dt>
							<dd><a href="<?=l('')?>">All songs</a></dd>
						</dl>
						<? if(count($playlist_id) > 0) { ?>
						<dl>
							<dt>Playlists</dt>
							<? for($i=0;$i<count($playlist_id);$i++) { ?>
							<dd><a href="<?=l('/player/playlist/'.$playlist_slug[$i])?>"><?=$playlist_named[$i]?></a></dd>
							<? } ?>
						</dl>
						<? } ?>
						<? if(count($playlists) > 0) { ?>
						<dl>
							<dt>Auto playlists</dt>
							<? for($i=0;$i<count($playlists);$i++) { ?>
							<dd><a href="<?=l('/player/playlist/'.urlencode($playlists[$i]))?>"><?=$playlists[$i]?></a></dd>
							<? } ?>
						</dl>
						<? } ?>
					</div>
					<!-- /ab_player_playlists -->
					<!-- ab_player_songlist -->
					<div id="ab_player_songlist" class="">
						<div id="ab_player_info">
							<h2><?=$this_playlist_name;?></h2>
							<h3><?=count($item_id)?> songs (<a href="<?=l('/upload/')?>">Add some more!</a>)</h3>
						</div>
						<ul class="playlist">
							<? for($i=0;$i<count($item_id);$i++) { ?>
							<li>
								<a href="<?=l('/data/uploads'.$item_loc[$i])?>">
									<span class="title"><?=$item_title[$i]?></span>
									<span class="artist"><?=$item_artist[$i]?></span>
									<span class="album"><?=$item_album[$i]?></span>
								</a>
							</li>
							<? } ?>
						</ul>
						
<!-- this is the actual music player, it is controlled and managed via a combination of Javascript and Flash -->
 <div id="control-template"> 
  <div class="controls"> 
   <div class="statusbar"> 
    <div class="loading"></div> 
     <div class="position"></div> 
   </div> 
  </div> 
  <div class="timing"> 
   <div id="sm2_timing" class="timing-data"> 
    <span class="sm2_position">%s1</span> / <span class="sm2_total">%s2</span></div> 
  </div> 
  <div class="peak"> 
   <div class="peak-box"><span class="l"></span><span class="r"></span> 
   </div> 
  </div> 
 </div> 
 
 <div id="spectrum-container" class="spectrum-container"> 
  <div class="spectrum-box"> 
   <div class="spectrum"></div> 
  </div> 
 </div> 
 					</div>
					<!-- /ab_player_songlist -->
				</div>
				<!-- /ab_player_inner -->
			</div>
			<!-- /ab_player -->

<?php
	require'inc/page.footer.php';
?>
[bookmark: _Toc259103559]playlists.php
This file simply shows users what playlists they had created and allows them to create another. The function to allow them to remove playlists was never created.
<?php

	// Include necessary files
	require'inc/daba.connect.php';
	require'inc/func.general.php';

	// Check if user logged in... 
	if(!$logged_in) {
		// If not logged in, redirect to index.php
		die(header("Location:".l('')));
	}

	// Load playlists made by this user
	$query = "SELECT * FROM playlists WHERE user = '".$my_id."' ORDER BY name ASC";
	$result = mysql_query($query);
	$playlist_rows = mysql_num_rows($result);
	for($i=0;$i<$playlist_rows;$i++) { 
		$playlist_id[$i] = mysql_result($result, $i, "id");
		$playlist_name[$i] = mysql_result($result, $i, "name");
	}

	// If form is submitted...
	if (!empty($_POST)) {
		// Get information from form
		$playlist_name = trim(strip_tags($_POST['playlist_name']));
		// If all fields contain information
		if($playlist_name) { 
			// Create slug from playlist name
			$playlist_slug = slugIt($playlist_name);
			// Insert playlist information into database
			mysql_query("
				INSERT INTO 
					playlists 
					(`user`,`name`,`slug`,`created`)
				VALUES
					('" . $my_id . "', 
					 '" . mysql_real_escape_string($playlist_name, $connection) . "',
					 '" . mysql_real_escape_string($playlist_slug, $connection) . "',
					 '" . date('Y-m-d H:i:s') . "'
					)
			");
		}
		// If required fields are empty...
		else {
			// Direct user back to the form
			header("Location:".l('/playlists'));
		}
	}

	require'inc/page.header.php';
?>

			<!-- ab_upload -->
			<div id="ab_upload" class="span-4">
				<form id="ab_upload_form" enctype="multipart/form-data" method="post" action="">
					<div class="row">
						<label class="title" for="playlist_name">
							<strong>Create a new playlist</strong>
							Just give it a name, click a button, and it's yours!
						</label>
						<div class="box">
							<div class="input_wrap">
								<label for="playlist_name">Playlist name</label>
								<input type="text" class="text" name="playlist_name" />
							</div>
						</div>
					</div>
					<div class="row">
						<label class="title" for="playlist_manage">
							<strong>Delete playlists</strong>
							Get rid of them by clicking the box,<br />
							Then clicking the button at the bottom.
						</label>
						<div class="box">
							<? if(count($playlist_id) > 0) {
							   for($i=0;$i<count($playlist_id);$i++) { ?>
							<div class="input_wrap">
								<input type="checkbox" name="playlist_manage[]" value="<?=$playlist_id[$i]?>" /> <?=$playlist_name[$i]?>
							</div>
							<? }
							} else { ?>
							<div class="input_wrap">
								<strong class="message">There are no custom playlists<br /><a href="<?=l('/playlists')?>">Make one now</a></strong>
							</div>
							<? } ?>
						</div>
					</div>
					<div class="row">
						<label class="title" for="playlist_submit">
							<strong>Save it!</strong>
							Nothing will happen until you click this button<br />
							So you might want to click it.
						</label>
						<div class="box">
							<div class="input_wrap">
								<input type="submit" value="Save changes" class="button" name="file_submit" />
								
							</div>
						</div>
					</div>
				</form>
			</div>
			<!-- /ab_upload -->

<?php
	require'inc/page.footer.php';
?>
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The upload.php file allows people to upload files and add them to playlists. This file contains validation of filetype, but not of any other features.
<?php
	// Include necessary files
	require'inc/daba.connect.php';
	require'inc/func.general.php';

	// Check if user logged in... 
	if(!$logged_in) {
		// If not logged in, redirect to index.php
		die(header("Location:".l('')));
	}

	// Get all playlists by this user
	$query = "SELECT * FROM playlists WHERE user = '".$my_id."' ORDER BY name ASC";
	$result = mysql_query($query);
	$playlist_rows = mysql_num_rows($result);
	for($i=0;$i<$playlist_rows;$i++) { 
		$playlist_id[$i] = mysql_result($result, $i, "id");
		$playlist_name[$i] = mysql_result($result, $i, "name");
	}
	
	// If upload form submitted
	if (!empty($_POST)) {
		// Grab information from form
		$file_title = trim(strip_tags($_POST['file_title']));
		$file_artist = trim(strip_tags($_POST['file_artist']));
		// If no artist given, enter unknown
		if(!$file_artist) { $file_artist = "Unknown"; }
		// Create slug from artist name
		$file_artist_slug = slugIt($file_artist);
		$file_album = trim(strip_tags($_POST['file_album']));
		// Grab selected playlists
		$file_playlists = $_POST['file_playlists'];
		// Allowed filetypes
		$allowed = array("mp3","ogg","wav","aac","wma");
		// Get uploaded file name
		$extension = pathinfo($_FILES['file_upload']['name']);
		// If no track title given, give it the file name
		if(!$file_title) { $file_title = $extension; }
		// Get file extension from file name
		$extension = strtolower($extension['extension']);
		// Create slug of track title
		$file_title_slug = slugIt($file_title);
		// If uploaded file of permitted file type...
		if (in_array($extension, $allowed)) {
			// If directory doesn't exist, create artist directory in user area
			if(!file_exists(getcwd()."/data/uploads/".$my_name."/".$file_artist_slug)) { 
				mkdir(getcwd()."/data/uploads/".$my_name."/".$file_artist_slug);
			}
			// Create read path (for DB)
			$path_read = '/' . $my_name . '/' . $file_artist_slug . '/' . $file_title_slug . "." . $extension;
			// Get server path 
			$full_url = getcwd().'/data/uploads'.$path_read;
			// Create encoded file path
			$md5_url = md5($path_read);
			// Move uploaded file from temporary server folder to file structure
			move_uploaded_file($_FILES['file_upload']['tmp_name'], 'data/uploads'.$path_read);
			// Insert information into database
			mysql_query("
				INSERT INTO 
					uploads 
					(`user`,`path_read`,`path_encoded`,`created`,`artist`,`title`,`album`)
				VALUES
					('" . $my_id . "', 
					 '" . mysql_real_escape_string($path_read, $connection) . "',
					 '" . mysql_real_escape_string($md5_url, $connection) . "',
					 '" . date('Y-m-d H:i:s') . "',
					 '" . mysql_real_escape_string($file_artist, $connection) . "',
					 '" . mysql_real_escape_string($file_title, $connection) . "',
					 '" . mysql_real_escape_string($file_album, $connection) . "'
					)
			");
			// If user selected to add to playlist(s)...
			if($file_playlists) {
				// Select track ID for file just uploaded (IDs are allocated by SQL server, not this code)
				$track_id = mysql_result(mysql_query("SELECT id FROM uploads WHERE path_encoded = '".$md5_url."' LIMIT 1"),0,"id");
				for($i=0;$i<count($file_playlists);$i++) {
					// Insert relationship between playlist(s) and file
					mysql_query("INSERT INTO uploadstoplaylists (`playlist`,`upload`) VALUES ('".$file_playlists[$i]."','".$track_id."')");
				}
			}
			// Redirect user to player
			header("Location:" . l('/player')); exit;
		}
		// If filettype not allowed
		else {
			die("Filetype not allowed.");
		}
	}

	require'inc/page.header.php';

?>

			<!-- ab_upload -->
			<div id="ab_upload" class="span-4">
				<form id="ab_upload_form" enctype="multipart/form-data" method="post" action="">
					<div class="row">
						<label class="title" for="file_upload">
							<strong>Select the track</strong>
							File uploads can be up to <?=ini_get('post_max_size')?>B.<br />
							They must be either AAC, OGG, MP3, WAV or WMA.
						</label>
						<div class="box">
							<div class="input_wrap">
								<input type="file" class="file" name="file_upload" />
							</div>
						</div>
					</div>
					<div class="row">
						<label class="title" for="file_title">
							<strong>Provide some info</strong>
							Give us the title, artist and album of the track.<br />
							And we'll stick it into the database
						</label>
						<div class="box">
							<div class="input_wrap">
								<label for="file_title">Title</label>
								<input type="text" class="text" name="file_title" />
							</div>
							<div class="input_wrap">
								<label for="file_artist">Artist</label>
								<input type="text" class="text" name="file_artist" />
							</div>
							<div class="input_wrap">
								<label for="file_album">Album</label>
								<input type="text" class="text" name="file_album" />
							</div>
						</div>
					</div>
					<div class="row">
						<label class="title" for="file_playlist">
							<strong>Playlists</strong>
							Add it to a playlist to better organise your tunes,<br />
							for your convenience. (<a href="<?=l('/playlists')?>">new playlist</a>)
						</label>
						<div class="box">
							<? if(count($playlist_id) > 0) {
							   for($i=0;$i<count($playlist_id);$i++) { ?>
							<div class="input_wrap">
								<input type="checkbox" name="file_playlists[]" value="<?=$playlist_id[$i]?>" /> <?=$playlist_name[$i]?>
							</div>
							<? }
							} else { ?>
							<div class="input_wrap">
								<strong class="message">There are no custom playlists<br /><a href="<?=l('/playlists')?>">Make one now</a></strong>
							</div>
							<? } ?>
						</div>
					</div>
					<div class="row">
						<label class="title" for="file_title">
							<strong>Upload</strong>
							Just punch the keys, for God's sake!
						</label>
						<div class="box">
							<div class="input_wrap">
								<input type="submit" value="Upload" class="button" name="file_submit" />
								<small>By clicking the "Upload" button you agree to the Audiobase <a href="#">Terms of Service</a>.</small>
							</div>
						</div>
					</div>
				</form>
			</div>
			<!-- /ab_upload -->
<?php
	require'inc/page.footer.php';
?>
[bookmark: _Toc259103561][bookmark: _Toc260731132]Included files
Included files are contained in their own directory, and are present at the top and bottom of all of the code samples above. These files contain basic information that is common to all pages. 
[bookmark: _Toc259103562]daba.connect.php
This file contains SQL database connection information and statements defining global constants. 
<?php

	// SQL connection information
	$connection = mysql_connect("localhost", "shaunhar_aubase", "LemonJelly22");
	mysql_select_db("shaunhar_audiobase", $connection);
	
	// Define constants
	define("ab_root", "http://audiobase.shaunhargreaves.com", false);
	define("ab_status", true, false);
	
?>
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This is the functions file, which contains all the functions used on the website (evidently, there wasn’t many).
<?php

	// Link function (makes anchors more consistently formatted)
	function l($url = '') {
		return ab_root . $url;
	}
	
	// Translate encoded path to actual path (not used)
	function translateURL ($id) {
		$query = "SELECT path_read FROM uploads WHERE path_encoded = '".$id."' LIMIT 1";
		$result = mysql_query($query);
		// Count results of query
		$nos = mysql_num_rows($result);
		// If no results/multiple results found...
		if($nos != 1) { 
			die("The requested track was not found.");
		// If one result...
		} else {
			return l('/data/uploads'.mysql_result($result,0,"path_read"));
		}
	}

	// Create slugs from information
	function slugIt($var) {
		// Remove excess whitespace
		$var = trim($var); 
		// Replace punctuation with spaces
		$var = preg_replace('#[^\p{L}\p{N}]+#u', ' ', $var);
		// Convert all text to lowercase
		$var = strtolower($var);
		// Remove stray HTML tags
		$var = strip_tags($var);
		// Encode non-romanised characters, replace spaces with plus signs (+)
		$var = urlencode($var);
		// Replace plus signs with dashes
		$var = str_replace("+", "-", $var);
		// Return result
		return $var;
	}

	// Get the user's IP address
	function userIP() {
		if (!empty($_SERVER['HTTP_CLIENT_IP'])) {
			$ip = $_SERVER['HTTP_CLIENT_IP'];
		}
		elseif (!empty($_SERVER['HTTP_X_FORWARDED_FOR'])) {
			$ip = $_SERVER['HTTP_X_FORWARDED_FOR'];
		}
		else {
			$ip = $_SERVER['REMOTE_ADDR'];
		}
		return $ip;
	}

	// Get the size of all files in a directory
	function dirSize($directory) { 
		$size = 0; 
		foreach(new RecursiveIteratorIterator(new RecursiveDirectoryIterator($directory)) as $file){ 
			$size+=$file->getSize(); 
		} 
		return $size; 
	}
	
?>
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This template is mostly written in just HTML, it contains a few calls to PHP functions and the initialization code for SoundManager2, as well as the HTML header and information but little else.
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.org/1999/xhtml">
<head>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>Audiobase - Music streaming when away from base</title>
<link rel="stylesheet" href="<?php echo l('/assets/css/screen.css'); ?>" type="text/css" media="screen, projection"/>
<link rel="stylesheet" href="<?php echo l('/assets/css/print.css'); ?>" type="text/css" media="print"/>
<script type="text/javascript" src="<?php echo l('/assets/js/cufon-yui.js'); ?>"></script>
<script type="text/javascript" src="<?php echo l('/assets/js/Politics_400-Politics_700-Politics_italic_400-Politics_italic_700.font.js'); ?>"></script>
<script type="text/javascript">Cufon.replace('#ab_branding h1', {textShadow: '#EDEDED 4px 4px'} ); </script>
<script type="text/javascript" src="<?php echo l('/assets/mediaplayer/script/soundmanager2.js'); ?>"></script>
<script type="text/javascript">
soundManager.url = '/assets/mediaplayer/swf/';
var PP_CONFIG = {
 flashVersion: 9,
 useMovieStar: true,
 updatePageTitle: false
}
</script>
<script type="text/javascript" src="<?php echo l('/assets/mediaplayer/script/player.js'); ?>"></script>
</head>
<body>
	<!-- outside_wrapper --> 
	<div id="outside_wrapper">
		<!-- ab_wrapper --> 
		<div class="container" id="ab_wrapper">
			<!-- ab_header -->
			<div id="ab_header" class="clear">
				<!-- ab_user -->
				<div class="column span-1" id="ab_user">
					<?php if(ab_status) { if($logged_in) { ?>
						<a href="<?=l('/player')?>">Listen</a> <span class="sep">//</span>
						<a href="<?=l('/upload')?>">Upload</a> <span class="sep">//</span>
						<a href="<?=l('/settings')?>">Settings</a> <span class="sep">//</span>
						<a href="<?=l('/signout')?>">Sign out</a>
					<?php } else { ?>
						<a href="<?=l('/signin')?>">Sign in</a> <span class="sep">//</span>
						<a href="<?=l('/signup')?>">Sign up</a>
					<?php } } else {  ?>
						Audiobase is in read-only mode.
					<?php } ?>
				</div>
				<!-- /ab_user -->
				<!-- ab_branding -->
				<div class="column span-4" id="ab_branding">
					<h1>Audiobase</h1>
					<span class="badge">Beta</span>
				</div>
				<!-- /ab_branding -->
			</div>
			<!-- /ab_header -->
			<!-- ab_content -->
			<div id="ab_content">
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The page footer is just that, the bottom of each page. It contains a few unoperational links, and the closing HTML tags for the page.
			</div>
			<!-- /ab_content -->
			<!-- ab_footer -->
			<div class="clear" id="ab_footer">
				<div class="column span-2 first" id="copyright">
					&copy;<?php echo date(Y); ?> Audiobase. All Rights Reserved.
				</div>
				<div class="column span-2 last" id="about">
					<a href="#">About</a> <span class="sep">//</span>
					<a href="#">Terms of Service</a> <span class="sep">//</span>
					<a href="#">Help</a>
				</div>
			</div>
			<!-- /ab_footer -->
		</div>
		<!-- /ab_wrapper --> 
	</div>
	<!-- /outside_wrapper -->	
</body>
</html>
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The database holds all the data that users add to the website, and can be modified or retrieved as needed. Below is the data definition language (DDL) code code that creates the database structure. 
--
-- Table structure for table `playlists`
--

CREATE TABLE IF NOT EXISTS `playlists` (
  `id` int(11) NOT NULL AUTO_INCREMENT,
  `user` int(11) NOT NULL,
  `name` text NOT NULL,
  `slug` text NOT NULL,
  `created` datetime NOT NULL,
  PRIMARY KEY (`id`)
) ENGINE=MyISAM  DEFAULT CHARSET=utf8;

-- --------------------------------------------------------

--
-- Table structure for table `uploads`
--

CREATE TABLE IF NOT EXISTS `uploads` (
  `id` int(11) NOT NULL AUTO_INCREMENT,
  `user` int(11) NOT NULL,
  `path_read` varchar(1024) NOT NULL,
  `path_encoded` varchar(1024) NOT NULL,
  `created` datetime NOT NULL,
  `artist` text,
  `title` text NOT NULL,
  `album` text,
  PRIMARY KEY (`id`)
) ENGINE=MyISAM  DEFAULT CHARSET=utf8;

-- --------------------------------------------------------

--
-- Table structure for table `uploadstoplaylists`
--

CREATE TABLE IF NOT EXISTS `uploadstoplaylists` (
  `playlist` int(11) NOT NULL,
  `upload` int(11) NOT NULL,
  PRIMARY KEY (`playlist`,`upload`)
) ENGINE=MyISAM DEFAULT CHARSET=utf8;

-- --------------------------------------------------------

--
-- Table structure for table `users`
--

CREATE TABLE IF NOT EXISTS `users` (
  `id` int(11) NOT NULL AUTO_INCREMENT,
  `username` text NOT NULL,
  `password` char(32) NOT NULL,
  `session` char(32) DEFAULT NULL,
  `email` text NOT NULL,
  `upload` int(11) NOT NULL,
  `permissions` int(1) NOT NULL,
  `reg_date` datetime NOT NULL,
  `reg_ip` varchar(15) NOT NULL,
  `lat_ip` varchar(15) DEFAULT NULL,
  PRIMARY KEY (`id`)
) ENGINE=MyISAM  DEFAULT CHARSET=utf8;
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In this section I will analyse the targets set out in the Analysis section to see how effectively the final project met them.
The system must successfully upload and stream a number of audio file types, including MP3, WMA, WAV, AAC and OGG.
This entire list of filetypes was not exclusively met due to limitations posed by the audio player software used. The final product can only play MP3 files, however this is by far the most common music filetype available, and thus I do not believe it to be detrimental to the operation of the product.
The system must detect whether the files uploaded are not of this filetype, and ensure that they are of a reasonable filesize. 
The system not only does this well, it does this brilliantly. Any file not of the filetypes listed above is instantly rejected by the file uploader and any file greater than 18MB in size (the default set by myself, as a “reasonable filesize”) will additionally return an error.
Must be able to store uploaded files within a manageable file hierarchy, storing each track according to the user who uploaded it, the track artist and the name of the track itself.
The system manages to store and use files stored in a good hierarchy that is dynamically generated by the system as and when it is needed. When the user creates an account, a directory (named after the person’s username) is created within the uploads directory; when they upload a file, a directory named after the artist is created (unless it already exists) and the file – regardless of what name it had previously – is renamed to the title of the track supplied by the user. 
Allow users to organise tracks into playlists.
The playlist system is only basic in its implementation thus far. People can create playlists and add tracks to them; however there is no functionality beyond this. Users cannot remove files from playlists, rename them reorganise them, or delete them. 
Implement a working membership system; wherein a user can register for an account, log in, edit settings and log out.
The member control system is also basic in its implementation, allowing users to create an account and log in using their password in conjunction with either a username or email address. However there are no account settings (such as an ability to change one’s password) and there is no form of password recovery available.
Allow website administrators to remove uploads from public view without them being removed from the database altogether.
This feature was partially being coded when the final project deadline was met, while the front-end section had been created (the entire administration panel, for example), very little functionality had been created. Because of this, the administration panel acts more like a list of reports – documenting user activity and uploads – however offers no control over the status of users or files. 
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There was only one piece of user feedback given for the product.
 (
Dear Que
rkmachine,
Thank you very much for submitting the beta 
build
 of Audiobase 
to 
us for appraisal testing. After sending the site to a panel of willing testers we have come to a number of conclusions about the solution, and we can report that we are generally extremely happy with the outcome.  It successfully fulfils many of 
the
 original expectation
s
 that we outlined, in particular the uploading process which far outstripped even our very high expectations.
From a website maintenance perspective the administration panel is very user friendly and our maintenance staff found it carried out most of their needs. They commented particularly on the account level management, such as being able to ban users, and ability to see the IP address last used by a user. They did feel however that the ability to filter users by how much storage space they had used, who had last logged in etc would be a valuable function, so if you could add this capability at a later date we would be extremely thankful.
)
 This feedback gives some very useful praise and criticism of the product as it currently stands in its uncompleted form, although this feedback was created on the assumption that the product would be finished and suggests features that were not initially considered or prepared for addition.
I however do not totally agree with the feedback given considering the uploading process – in my own opinion the uploading process is slow and constricting & fails to give users any feedback about the status of their file as it uploads (there is no progress bar to speak of). I personally think this process could be hugely improved.
However the idea to filter (or perhaps sort) administration panel information based on various criteria is something I had never considered and, in hindsight, would be an easy to implement feature that could hugely improve the experience for the users.
In terms of improvements that I could see myself, one would be the entire overhaul of the upload and playlist creation system into an AJAX powered “step-by-step” system, which only displays one “section” of the uploading process at a time. This makes the system a lot less daunting and simplifies the progression of track creation and organisation.
New features that would be implemented into the current system would be: better file and playlist management; password recovery; user account options; more administrative options; more filetype allowances; and lastly – one of the things that existed right when I first thought up this project but was never implemented due to my own technical constraints – the ability for the system to read the file’s ID3 data, so that the user doesn’t need to manually enter any file information.
Over time, while the website expands outwards, a social networking aspect could be added, such as user profiles and the ability to share playlists with other people.
An obvious improvement would be to finish the product, as it currently stands in an incomplete state. 
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